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Disclaimer: The content of this document is strictly confidential and no information regarding this policy 
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1. Purpose and Policy Objectives: 
The purpose of this Policy is to outline the policies and procedures with regards to the prevention 
of money laundering, combating financing of terrorism and know your customer requirements. This 
policy has been created in line with the regulatory requirements and guidelines in addition to 
international best practice.  

2. Definitions: 
 

“AML”: Anti Money Laundering. 

 

“Beneficial Owners”: Refers to the natural person(s) who ultimately owns or controls a customer 

and/or the natural person on whose behalf a transaction is being conducted. It also includes those 

persons who exercise ultimate effective control over a legal person or arrangement.  

 

“CFT”: Combating Financing of Terrorism.  

 

“Correspondent Bank”: A bank which offers another bank (the respondent bank) an account 

through which the respondent bank may make payments for its own account and that of its clients. 

In brief, the correspondent bank acts as agent for the respondent bank. Correspondent 

relationships do not include transactions between banks as principals.  

 

“DMLRO”: Deputy Money Laundering Reporting Officer. 

 

“EDD”: Enhanced Due Diligence. 

 

“Executive”: For the purpose of this policy includes members of the Board, senior management and 

all other employees of GFH. 

 

“FATF”: Financial Action Task Force. The inter-governmental body responsible for developing and 

promoting policies, both nationally and internationally, to combat money laundering. 

 

“FATF Recommendations”: The FATF have issued 40 general and 9 special recommendations to 

combat ML and Terrorist Financing and are to be of universal application. These are the measures 

the FATF has agreed to implement and which all countries are encouraged to adopt.  

 

“GFH”: GFH Financial Group B.S.C., its subsidiaries and affiliated companies.  

 

“MLRO”: Money Laundering Reporting Officer. A designated official at Bank level responsible for 

disseminating regulatory requirements across the bank; responsible for reviewing and reporting 

suspicious transactions and identified attempts of money laundering or terrorist financing to the 

regulators/ law enforcement authorities 

 

“PEP”: Politically Exposed Person. Individuals who are, or have been entrusted with prominent 

public functions in Bahrain or a foreign country, for example Heads of State or government, senior 
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politicians, senior government, judicial or military officials, senior executives of state owned 

corporations or important political party officials or persons who are or have been entrusted with 

a prominent function by an international organization Business relationships with family members 

or close associates of PEPs involve reputational risks similar to PEPs themselves. The definition is 

not intended to cover middle-ranking or more junior officials in the foregoing categories. Bahraini 

PEPs would include all Ministers, all MPs, and all Ministry officials with the rank of Undersecretary 

or above.  

 

“Pooled Funds”: In investments, the combination of funds for the benefit of a common project, or 
a group of investors who use their combined influence to manipulate prices.  

 “Suspicious Transaction”: Any transaction or dealing which raises in the mind of a person involved, 
any concerns or indicators that such a transaction or dealing may be related to money laundering 
or terrorist financing or other unlawful activity.  

“STR”: Suspicious Transaction Report.  

“Tipping Off”: Any person who discloses to any other person, information or any other matter, 
which is likely to prejudice an investigation. Tipping off is considered a criminal offence as per the 
Law.  

3. Scope of the Policy: 
This policy applies to GFH and all its subsidiaries, branches and representative offices. It is the 
responsibility of each department head to ensure full compliance with the Policy. In case a 
subsidiary, international branch or representative office is unable to apply the Policy in full due to 
the local laws or regulations, GFH must inform the CBB by highlighting the deviations.  

4. General Requirements: 
GFH must establish effective internal policies and procedures for establishing and verifying the 
identity of their customers and the source of their funds. This Policy must be approved by GFH’s 
Board of Directors on an annual basis as required the Financial Crime Module of the CBB Rulebook 
Volume 2.  

5. What is Money Laundering: 
Money laundering is a generic term used to describe any process that conceals the origin or 
derivation of the proceeds of crime so that the proceeds appear to be derived from a legitimate 
source. 

Money laundering is sometimes wrongly regarded as an activity that is associated only with 
organized crime and drug trafficking. It is not. It occurs whenever any person deals with another 
person’s direct or indirect benefit from crime.  

The term ‘money laundering’ is in fact a misnomer. Often it is not money that is being laundered 
but other forms of property that directly or indirectly represent benefit from crime. Any form of 
tangible or intangible property is capable of representing another person’s benefit from crime. The 
main objective of the money launderer is to transform ‘dirty’ money into seemingly clean money or 
other assets in a way to leave as little trace as possible of the transformation. 
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Traditionally, money laundering has been described as a process that takes place in three stages as 
follows: 

Placement: This is the first stage in which illicit funds are separated from their illegal source. 
Placement involves the initial injection of the illegal funds into the financial system or carrying of 
cash across borders. 

Layering: After successfully injecting the illicit funds into the financial system, laundering them 
requires creating multiple layers of transactions that further separate the funds from their illegal 
source. The purpose of this stage is to make it more difficult to trace these funds to the illegal 
source. 

Integration: This is the final stage in a complete money laundering operation. It involves 
reintroducing the illegal funds into the legitimate economy. The funds now appear as clean income. 
The purpose of the integration of the funds is to allow the criminal to use the funds without raising 
suspicion that might trigger investigation and pursuit. 

In reality, the three stages often overlap and the benefit from many crimes including most financial 
crimes does not need to be ‘placed’ into the financial system.  
 

6. What is Terrorist Financing: 
Terrorist financing is the act of providing financial support to acts of terror, terrorists or terrorist 

Organizations to enable them to carry out terrorist acts. Unlike other criminal organizations, the 

primary aim of terrorist groups is non-financial. Yet, as with all organizations, terrorist groups 

require funds in order to carry out their primary activities. 

 

This simple fact – the need for funds – is key in fighting terrorism. Follow the money. Follow the 

financial trail. This is the core objective of all measures that aim to identify, trace, and curb terrorist 

financing. 

 

There are similarities and differences between money laundering and terrorist financing: 

 

Differences include: Terrorist financing is an activity that supports future illegal acts, whereas 

money laundering generally occurs after the commission of illegal acts; legitimately derived 

property is often used to support terrorism, whereas the origin of laundered money is illegitimate. 

 

Similarities include: Terrorist groups are often engaged in other forms of criminal activity which may 

in turn fund their activities; both money laundering and terrorist financing require the assistance of 

the financial sector. 

 

The key to the prevention of both money laundering and terrorist financing is the adoption of 

adequate CDD measures by all Licensees both at the commencement of every relationship and on 

an on-going basis thereafter. 

 

GFH must comply with United Nations Security Council Resolutions relating to the prevention and 

suppression of terrorism and terrorist financing. GFH must freeze, without delay, the funds or other 

assets of, and to ensure that no funds or other assets are made available, directly or indirectly, to 
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or for the benefit of, any person or entity either, designated by, or under the authority of, the United 

Nations Security Council. 

 

GFH must comply in full with the any rules or regulations issued by the CBB in connection with the 

provisions of the UN Security Council Anti-Terrorism Resolution No. 1373 of 2001 (“UNSCR 1373”).  

 

GFH must not deal with any person or entity designated by the Central Bank of Bahrain (“CBB”) 

as potentially linked to terrorist activity.  

 

7. Appointment of MLRO & DMLRO 
The Bank must appoint a senior member of staff with the responsibility of managing the function of 

Money Laundering Reporting Officer (“MLRO”) with direct access to the Board and Senior 

Management. The MLRO must be resident in Bahrain and must: 

 Be appropriately qualified and experienced and must fit CBB’s “fit & proper” requirement; 

 Have adequate resources to curry out it functions effectively. 

 Be independent (i.e. he/she must not be placed in a position where its other duties and 

responsibilities may cause a conflict of interest with its compliance risk management 

responsibilities); 

 Have unrestricted access to all transactional information relating to any financial services 

provided by the bank to a customer, or any transactions conducted by the bank on behalf of 

that customer. He/she must have access to all customer due diligence information obtained 

by the bank; 

 Be provided with timely information needed to identify, analyze and effectively monitor 

customer accounts; 

The Bank must immediately notify the CBB should the position of MLRO fall vacant, and the bank 

must appoint a permanent replacement (after obtaining CBB approval), within 120 calendar days of 

the vacancy occurring. Pending the appointment of a permanent replacement, the bank must make 

immediate interim arrangements (including the appointment of an acting MLRO), these interim 

arrangements must be approved by the CBB. 

The Bank must also appoint at least one DMLRO or more depending on the scale and complexity of 

the Bank’s operations to act for the MLRO in his absence. The position of DMLRO is a controlled 

function and the DMLRO is an approved person. Accordingly, the DMLRO must be approved by CBB 

prior to his appointment. 

8. Responsibilities: 
 

Board and Management: 

The Board of Directors and Senior Management have overall responsibility for approving and 

implementing GFH’s policies and procedures in this area. 
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MLRO: 

The MLRO acts as a coordinator for overseeing AML/CFT activities at the bank and must be provided 

with adequate resources. This includes the MLRO having access to all relevant information including 

adequate management information systems to scrutinize accounts / transactions. Whilst the MLRO 

may delegate AML duties to other suitable individuals within the Bank, the overall responsibility 

remains with the MLRO. The MLRO shall be generally responsible for: 

 Establishing and maintaining GFH’s AML/CFT policies and procedures; 

 Ensuring that GFH complies with the AML Law and any other applicable AML/CFT legislation 

and regulations; 

 Ensuring day-to-day compliance with GFH’s internal AML/CFT policies and procedures; 

 Acting as GFH’s main point of contact in respect of handling internal suspicious transactions 

reports from the licensee’s staff and as the main contact for the Financial Intelligence Unit, 

the CBB and other concerned bodies regarding AML/CFT; 

 Making external suspicious transactions reports; 

 Taking reasonable steps to establish and maintain adequate arrangements for staff 

awareness and training on AML/CFT matters; 

 Producing annual reports on the effectiveness of the licensee’s AML/CFT controls, for 

consideration by the Board; 

 On-going monitoring of what may, in his opinion, constitute high-risk customer accounts; 

 Ensuring that GFH maintains all necessary CDD, transactions, STR and staff training records. 

 

Placement Management (Relationship Managers) & Fund Administration: 

Placement Management have the overall responsibility to conduct ongoing due diligence on the 

business relationship and scrutiny of transactions undertaken throughout the course of that 

relationship to ensure that the transactions being conducted are consistent with GFH's knowledge 

of the customer, their business and risk profile, including, where necessary, the source of funds.  

 

Placement Management must ensure that the screening process for new accounts must be 

conducted prior to initiating any relationship with the client. 

 

Fund Administration must ensure that documents, data or information collected under the customer 

due diligence procedure are kept up-to-date and relevant, by undertaking reviews of existing 

records. Fund Administration should also review client’s Customer Due Diligence CDD information 

when: 

 Changes to the KYC documentation requirements; 

 There is a material change in the business relationship with the client; or 

 There is a material change in the nature or ownership of the client. 

 

The bank must implement all CDD identification and verification requirements for natural persons, 

and legal entities, which must be dually verified. The Bank is required to identify the ultimate 

beneficiary of all business relationships. 
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9. Key Performance Indicators 
To ensure compliance with the AML, CFT & KYC Policies and Procedures, GFH has developed Key 

Performance Indicators (“KPI”) ranging from general AML requirements expected from all 

employees, including senior management, to specific task based indicators depending on each 

specific function. The same has been reflected in GFH’s HR Policy Manual to ensure that each 

employees’ performance is evaluated against the relevant KPIs which will ultimately be reflected on 

the employee’s remuneration. The KPI indicators cover the following topics: 

- AML Training  

- Compliance with KYC Requirements  

- Compliance with Sanctions 

- Suspicions Transaction Reporting 

- Cooperation with the MLRO 

- Embedding a Compliance Culture  

- Consequence Management 

10. Customer Due Diligence: 
In short, CDD is the process of identifying and verifying the identity of the clients. GFH has also 

adopted a Risk-Based Approach to CDD whereby there are three levels of diligence (refer to 

Annexure 2). In order to identify and effectively counter money laundering & terrorist financing risks 

and to establish reasonable controls while initiating a relationship, GFH has adopted the following 

risk classifications so that the relationships/clients with higher risk category receive more attention 

at appropriate Management level in comparison to low risk. The risk categories are defined as 

follows: 

 Low 

 Medium 

 High 

 

The risk categorization of the customer will: 

 Determine the level of due diligence to be conducted on the account at the time of 

establishing the relationship; 

 The specific approval process; and 

 The frequency of monitoring and periodic review of the relationship. 

  

GFH must implement the CDD procedures in the following cases: 

1) Establishing a new business relationship; 

2) A change to the signatory or beneficiary of an existing account or business relationship;  

3) A material change in the business relationship; 

4) Change in Client identification standards, as mandated by the regulatory body; and 

5) In case there are doubts on the previously obtained CDD information.  



 

GFH AML, CFT & KYC Policies and Procedures  
 

GFH AML, CFT & KYC Policies and Procedures Version 1.0 – September 2019  Page 9 of 53 

GFH must understand, and as appropriate, obtain information of the purpose and intended nature 

of the business relationship. In addition, GFH must conduct ongoing due diligence on business 

relationships to ensure that the transactions conducted are consistent with the client’s profile.  

CDD Requirements for Individuals: 

In the event that the client being on boarded is an individual, GFH must obtain and maintain a 

completed and signed Know Your Customer Form highlighting the following information in hard or 

electronic form; 

1) Full name and any other names used; 

2) Full permanent residential address (post office box number is insufficient and unacceptable); 

3) Date and place of birth; 

4) Nationality; 

5) Passport number; 

6) Identification Card (CPR) or Iqama (Visa) number (for residents of Bahrain or GCC states); 

7) Phone number, fax number and/or email address (where applicable); 

8) Occupation and/or public position held where applicable); 

9) Employer’s name and address, if self-employed, the nature of the self-employment; 

10) Type of account, nature and volume of anticipated business dealings with GFH; 

11) Client’s signature;  

12) Source of funds; and  

13) Completed and signed FATCA and CRS Forms.  

GFH must verify the information of the aforementioned requirements by obtaining the following 

documents: 

1) Confirmation of the date of birth and legal name, by taking a copy of a current valid official 

original identification document (e.g. birth certificate, passport, Identification Card, CPR or 

Iqama); 

2) Confirmation of the permanent residential address by taking a copy of a recent utility bill, bank 

statement or similar statement from another bank, or some form of official correspondence or 

official identification card, such as CPR extract from a public or government authority, or a 

tenancy agreement or record of home visit by an Executive of GFH; and 

3) Where appropriate, direct contact with the client by phone, letter or email to confirm certain 

relevant information.  

Any document copied from the client for the purpose of the identification verification must be an 

original. The copy must be certified by using GFH’s ‘original seen’ verification stamp and signed by 

the concerned Executive. The same process is to be followed for electronic copies.  

Identity Documents which are not obtained/sighted by the concerned Executive of GFH in original 

form must instead be certified by one of the following for a GCC of FATF member state: 

1) A lawyer; 

2) A notary; 

3) An official government ministry; 

4) An official of an embassy or consulate; or 

5) An official of another licensed financial institution or an associate company of GFH. 
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The individuals making the certification must provide their contact details by attaching a business 

card or company stamp.  

CDD Requirements for Entities: 

In the event that the client being on boarded is an entity or a legal arrangement such as a trust, GFH 

must obtain and maintain completed and signed Know Your Customer Form highlighting the 

following information in hard or electronic form: 

1) The entity’s full name and other trading names; 

2) Registration number or its equivalent; 

3) Legal form and proof of existence; 

4) Registered address; 

5) Type of business activity; 

6) Date and place of incorporation or establishment; 

7) Phone number, fax number and/or email address; 

8) Regulatory body or listing body (for regulated activities such as financial services and listed 

companies); 

9) A list of the relevant persons having a senior management position; 

10) Name of the external auditor (where applicable); 

11) Type of account, nature and volume of anticipated business dealings with GFH; 

12) Signature/Signatures of the relevant signatories;  

13) Source of funds; and 

14) Completed and signed FATCA and CRS Forms.  

GFH must verify the information of the aforementioned requirements by obtaining certified copies 

of the following documents, as applicable, depending on the legal form of the entity: 

1) Certificate of incorporation and/or certificate of commercial registration or trust deed; 

2) Memorandum of association (where applicable); 

3) Articles of association (where applicable); 

4) Partnership agreement (where applicable); 

5) Board resolution seeking the business relationship and identifying the names of the authorized 

signatories of the business relationship (where applicable, only necessary for private or unlisted 

companies); 

6) Identification Documents of the authorized signatories of the business relationship; and 

7) Copy of the latest financial statements (where possible).  

GFH must take reasonable measures to verify the identity of the beneficial owners through obtaining 

the following information: 

1) Enquire on the structure of the entity or trust to determine and verify the ultimate beneficial 

owner, provider or controller of the funds; 

2) Ascertain whether the entity has been or is in the process of being wound up, dissolved, struck 

off or terminated; 

3) Obtain the names, county of residence and nationality of directors or partners (for private or 

unlisted companies); 

4) Obtain updates on significant changes to corporate ownership and legal structure; 
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5) A certified identity documents of the individual/individuals who ultimately have a controlling 

ownership interest in the entity (20% ownership and above); 

6) In the case where no individuals is identified, the identity of the relevant individual who holds 

the position of senior managing official such as the CEO; and 

7) In the case of trusts or similar arrangements, identify the settlers, trustees and beneficiaries. 

CDD for High Risk Clients: 

Enhanced due diligence must be performed on clients classified as high risk clients through obtaining 

additional information, as required. The following additional information and/or documentation 

might include the following: 

1) Evidence of the persons permanent address through the use of a credit reference agency search 

or through independent verification by home visit; 

2) A personal reference by for example an existing client; 

3) A reference report from another licensed institution; 

4) Documentation outlining the client’s source of wealth and source of income;  

5) Independent verification of employment or public position held; and/or 

6) Certified copies of bank statements for the past 3 months.  

 

CDD for Politically Exposed Persons: 

GFH must determine whether a client or beneficial owner is a PEP, both at the time of establishing a 

business relationship and on a periodic basis. Such verification will be done through the use of ‘World 

Check’ database at the time of establishing the business relationship and once every year thereafter. 

Senior management (such as the MLRO) approval must be obtained prior to the acceptance of a PEP 

as a client. In the case an existing client is a PEP or becomes a PEP, the enhanced due diligence 

measures mentioned above for high risk clients will apply on them. Ongoing relationship monitoring 

of PEP clients must be conducted by senior management (such as the MLRO).  

Enhanced due diligence measures will also be applied to first degree family members of PEPs or close 

associates of such PEPs. 

CDD for Correspondent Banking Relationships: 

In the event that GFH wants to act as a correspondent bank, the following are to be obtained from 

the respondent bank in addition to the requirements stipulated under CDD for Entities: 

1)  Ownership structure; 

2) List of executive management;  

3) List of board members; 

4) Location/Jurisdiction; 

5) Location/Jurisdiction of Parent (if applicable); 

6) The location of customers; 

7) AML/CFT Policy; 

8) The purpose of account opening; 

9) Obtain a confirmation that the respondent bank; 
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a. Has verified the identity of any third party entities that will have direct access to GFH’s 

banking services without reference to the respondent bank (for example in the case of 

payable through accounts); 

b. Performs on going due diligence on customers with direct access to the account; 

c. has effective customer due diligence measures consistent with the FATF 

recommendations; 

d. Is able to provide relevant customer identification data on request to GFH; and 

e. Has been subject to a money laundering, terrorist financing or financial crime 

investigation and the results of any such investigations. 

(The aforementioned confirmations can be obtained through requesting the respondent 

bank to complete the Wolfsburg AML Questionnaire.) 

GFH must ensure that prior to establishing such relationship, it must sign the correspondent banking 

relationship agreement that highlights the responsibilities of each party in relation to detection and 

prevention of money laundering and the prevention of terrorist financing. Furthermore, such 

relationship must be approved by senior management prior to the establishment.  

CDD for Charites, Clubs and Other Societies: 

Financial services must not be provided to charitable entities, sporting clubs, social clubs, cooperative 

societies and/or professional societies prior to obtaining an original certificate authenticated by the 

relevant ministry confirming the identities of those purporting to acts on their behalf.  

CDD for Pooled Funds: 

In the case GFH receives pooled funds managed by professional intermediaries such as investment 

fund, pension fund, managers, stockbrokers, lawyers or authorized money transferors, CDD 

measures outlined under Section 10 of this Policy related to Introduced Business from Professional 

Intermediaries will apply.  

Simplified Customer Due Diligence: 

GFH may apply simplified due diligence in the following instances where the client is: 

1) The Central Bank of Bahrain (“CBB”), Bahrain Bourse or Licensee of the CBB; 

2) A Ministry of a Gulf Cooperation Council (‘GCC’) or Financial Action Task Force (‘FATF’) member 

state government, a company in which a GCC or a FATF government is a majority shareholder, 

or a company established by decree in the GCC; 

3) A company listed on a GCC or FATF member state stock exchange; 

4) A financial institution whose entire operations are subject to AML/CFT requirements consistent 

with the FATF Recommendations and it is supervised by a financial services supervisor in a FATF 

or GCC member state for compliance with those requirements; 

5) A financial institution which is a subsidiary of a financial institution located in a FATF or GCC 

member state, and the AML/CFT requirements applied to its parent also apply to the subsidiary; 

6) A borrower in a syndicated transaction where the agent bank is a financial institution whose 

entire operations are subject to AML/CFT requirements consistent with the FATF 

Recommendations and it is supervised by a financial services supervisor in a FATF or GCC 

member state for compliance with those requirements. 

*Note: Correspondent banks are excluded from the aforementioned list.  
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If the client falls in any of the aforementioned categories, then GFH may apply only the following 

CDD requirements: 

1) The entity’s full name and other trading names; 

2) Registration number or its equivalent; 

3) Legal form and proof of existence; 

4) Registered address; 

5) Type of business activity; 

6) Date and place of incorporation or establishment; 

7) Phone number, fax number and/or email address; 

8) Regulatory body or listing body (for regulated activities such as financial services and listed 

companies); 

9) A list of the relevant persons having a senior management position; 

10) Name of the external auditor (where applicable); 

11) Type of account, nature and volume of anticipated business dealings with GFH; 

12) Signature/Signatures of the relevant signatories;  

13) Source of funds; and 

14) Completed and signed FATCA and CRS Forms.  

11. Acceptance Policy: 
GFH shall not establish or maintain any banking relation, offices, accounts, transactions, investments, 

or activities with any person or entity whose name appears in one of the relevant local, regional or 

international sanction lists. Transfers to high risk countries that pose high AML/CFT risks must subject 

to the MLRO’s prior approval. 

 

GFH shall not establish or maintain any relation with shell banks. A shell bank is a bank incorporated 

in a jurisdiction in which it has no physical presence or mind and management. GFH must not 

establish or maintain anonymous accounts, numbered accounts or accounts in fictitious names. In 

instances where a nominee account exists and is controlled by or held for the benefit of another 

person, then the identity of that other person must be disclosed to GFH and verified as well.  

 

GFH is permitted to open accounts for GCC nationals not resident in Bahrain, companies under 

formation (company under formation in Bahrain, which presents formal documents providing 

evidence that it has applied for and is awaiting its final commercial registration) or for non-residents 

(person who has not completed residence requirements in Bahrain, as per the Financial Crime 

Module of the CBB Rulebook Volume 2). GFH staff must ensure the due diligence process is fully 

completed before any business relationship is entered into. However, verification may be completed 

after receipt of funds providing that no disbursement of funds takes place in any of the above cases 

until after the CDD requirements have been fully met.  

 

12. Introduced Business from Professional Intermediaries: 
GFH may only accept customers introduced to it by other financial institutions or intermediaries, if 

it has satisfied itself that the financial institution or intermediary concerned is subject to FATF-

equivalent measures and customer due diligence measures.  
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GFH may only accept introduced business if all of the following conditions are satisfied: 

1) The customer due diligence measures applied by the introducer are consistent with those 

required by the FATF Recommendations; 

2) A formal agreement is in place defining the respective roles of GFH and the introducer in 

relation to customer due diligence measures. The agreement must specify that the customer 

due diligence measures of the introducer will comply with the FATF Recommendations; 

3) The introducer immediately provides all necessary information required pertaining to 

customers’ identity, the beneficial owner of the fund, the purpose of the relationship, the 

party/parties on whose behalf the client is acting (where applicable), and a confirmation that 

GFH will be allowed to verify the CDD measures undertaken by the introducer at any stage; 

4) Written confirmation is provided by the introducer confirming that all customer due diligence 

measures required by the FATF Recommendations have been followed and the clients’ identity 

established and verified. The confirmation must state that any identification documents or 

other CDD material can be accessed by GFH and that these documents will be kept for at least 

five years after the business relationship has ended; 

5) Obtain on an annual basis a confirmation from the introducer that they comply with the FATF 

recommendations.  

In case GFH is not satisfied that the introducer is complying with the FATF recommendations, GFH 

will either conduct its own CDD on introduced business, not accept further introductions or 

discontinue the business relationship with the introducer.  

13. Know Your Customer (KYC) Procedures: 
All new clients of GFH must complete the Relationship Establishment Form in Annexure 1 as 

applicable. Taking into consideration the nature of GFH's business, these forms a to be filled out only 

once throughout the relationship with the client, however, in case of any material change that needs 

to be notified to GFH, a new form with the updated information must be completed.  

 

It is the sole discretion of the MLRO to reclassify client accounts based on the condition of the client’s 

KYC records and their validity. The MLRO may close, freeze, suspend or dormant any client account 

as deemed necessary.    

 

In the case of outdated KYC documents, the Bank must send a letter (refer to Annexure 4) to the 

clients requesting them to update their KYC documents within 30 days from the date of the said 

letter. In case of those who failed to provide their updated KYC their account will be classified as 

“Suspended” (Dormant) and no future funds or transactions will be processed for them, also they 

will not receive account statements until the required documents are received and the records are 

updated.  

 

KYC Review Frequency: 

All relationship files must be reviewed at least once every 3 years unless the Bank becomes aware of 

any material change that has occurred to the client’s status which may require earlier review of the 

relevant file.  
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Prohibited Relationships: 

GFH must not establish any relationship with clients that are subject to sanctions, shell companies 

or shell banks.    

 

New Client Onboarding Approval Process: 

All potential new clients must be subject to prior approval from the Head of Placement Management. 

Depending on the risk classification of the client, the following approval process is to be adhered to: 

 

Risk Classification Approval Required 

Low  Head of Placement Management  

Medium  Head of Placement Management & MLRO 

High  Head of Placement Management, CEO or 
Authorized Delegate & MLRO 

 

14. Exceptional Cases: 
GFH must not commence a business relationship or undertake a transaction with a client prior to 

completion of the relevant customer due diligence measures. However, verification may be 

completed after receipt of funds in certain exceptional cases, or the subsequent submission of CDD 

documents by the customer after a specified time window, providing that no disbursement of funds 

takes place until after all the requirements have been fully met. Is such cases, the relationship 

manager must obtain exceptional approval from the Head of Placement Management and MLRO. 

The MLRO will assess the situation depending on the potential client and the proposed relationship 

to be established.  

15. Anti-Money Laundering / Know Your Customer Compliance Monitoring: 
GFH must take appropriate steps to identify and assess its money laundering and terrorist financing 

risks (for customers, countries or geographic areas; and products, services, transactions or delivery 

channels). The Bank must document those assessments in order to be able to demonstrate its basis, 

keep these assessments up to date, and have appropriate mechanisms to provide risk assessment 

information to the CBB. The nature and extent of any assessment of money laundering and terrorist 

financing risks must be appropriate to the nature and size of the business. 

 

GFH must review the effectiveness of its AML/CFT procedures, systems and controls at least once 

each calendar year. The review must cover the bank and its subsidiaries both inside and outside the 

Kingdom of Bahrain. The scope of the review must include:  

 A report, containing the number of internal reports made, a breakdown of all the results of 

those internal reports and their outcomes for each segment of the bank business, and an 

analysis of whether controls or training need to be enhanced;  

 A report, indicating the number of external reports made. where bank has made an internal 

report but not made an external report, noting why no external report was made;  

 A sample test of compliance with this Module’s customer due diligence requirements; and  

 A report as to the quality of the bank’s anti-money laundering procedures, systems and 

controls, and compliance with the AML Law and this Module. 
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The reports listed above must be made by the MLRO and must be submitted to the bank’s Board, 

for it to review and commission any required remedial measures, and a copy to the bank’s senior 

management. The personnel conducting the must be qualified, skilled and have adequate 

experience to conduct such a review. At least two persons must work on the report (one of whom 

should be the team leader) and should have:  

 A minimum of 5 years professional experience dealing with AML/CFT issues; and  

 Formal AML/CFT training. 

 

GFH must also appoint an external auditor to assess its compliance with the Financial Crime Module 

of the CBB Rulebook Volume 2. The Report must be submitted to the CBB’s Compliance Directorate 

by 30th April of each year.  

16. Suspicious Transaction Report (“STR”): 
A “Suspicious Transaction” can be defined as any transaction or dealing which raises any concerns 

or indicators that such a transaction or dealing may be associated to money laundering, terrorist 

financing or any other unlawful activities 

 

It is obligatory for GFH to report suspicious activities/transactions, including attempted 

transactions, accordingly, it is very important that every staff member is not only aware of how to 

identify a suspicious transaction, but also the procedure for reporting it. The reporting staff is 

protected by law from criminal and civil liability for breach of any restriction on disclosure of 

information imposed by contract or by any legislative, regulatory or administrative provision, if they 

report their suspicions in good faith to the FIU, even if they did not know precisely what the 

underlying criminal activity was, and regardless of whether illegal activity actually occurred. Also, 

staff are prohibited by law from disclosing (“tipping-off”) the fact that a suspicious transaction 

report (STR) or related information is being filed with the FIU. 

 

The Bank will initiate disciplinary action in such cases, in accordance to the disciplinary procedure 

laid down in the Labour Law and the Bank’s HR Disciplinary Code. Moreover, it is worth noting that 

as per the Bahrain's Anti-Money Laundering Law, failure to disclose knowledge or suspicion of 

money laundering is an offence that Constitute Money Laundering. 

 

Reporting staff should complete the internal Suspicious Transaction Reporting Form (Refer to 

Annexure 3) and submit it to the MLRO or his delegate. The MLRO (or DMLRO) will then consider 

the report and any other relevant information. In instances where the MLRO (or DMLRO) suspects 

that a person has been engaged in money laundering, terrorism financing, or activities that could 

otherwise be considered suspicious, they must report the fact promptly to the relevant authorities 

through the Suspicious Transaction Report Online System (Online STR system) to be received by the 

Ministry of Interior’s Financial Intelligence Department (“FID”) and the CBB’s Compliance 

Directorate. Where no report is made, the MLRO must document the reasons why within the 

internal STR form. Below are the details of the relevant authorities: 

 

Financial Intelligence Directorate (FID) 
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General Directorate of Anti-Corruption and Economic and Electronic Securities 

Ministry of Interior   

P.O. Box 26698  

Manama, Kingdom of Bahrain  

Telephone: + 973 17 749397   

Fax:  + 973 17 715502  

E-mail: str@bahrainfiu.gov.bh 

  

Director of Compliance Directorate  

Central Bank of Bahrain  

P.O. Box 27  

Manama, Kingdom of Bahrain  

Telephone: 17 547107  

Fax: 17 535673   

E-mail: Compliance@cbb.gov.bh 

 

The responsibility for deciding whether a report is required to be filed is solely that of the MLRO 

and is not subject to the consent or approval of any other person. 

 

GFH would much prefer that its staff report suspicious transactions (even if the MLRO subsequently 

concludes they do not require reporting to the authorities), than not reporting them at all. However, 

staff should be aware that they may be subject to disciplinary action for failing to report a suspicious 

transaction, without reasonable cause.  

 

The reporting procedure may be modified from time to time in keeping with the requirements of 

the CBB. Staff should therefore ensure they revisit this policy on a regular basis in order to keep up 

to date with the latest requirements. 

 

‘Tipping-Off’: 

GFH, its directors, officers and employees must not warn or inform (tip-off) client when information 

relating to them is being reported to the relevant authorities or when internal investigations are in 

progress. It is considered a criminal offence to Tipp-Off clients.  

 

In case GFH is reasonably believes that performing the CDD process will tip-off the client or potential 

client, it may choose not to pursue that process, and file an STR.  

 

17. Electronic Transfers: 
GFH must ensure that information accompanying all wire transfers (domestic and cross-border) 

must always contain: 

 The name of the originator. 

 The originator account number or IBAN where such an account is used to process the 

transaction. 
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 The originator’s address, or national identity number, or customer identification number, 

or date and place of birth. 

 The name of the beneficiary. 

 The beneficiary account number where such an account is used to process the transaction. 

(In the absence of an account, a unique transaction reference number should be included 

which permits traceability of the transaction). 

 

Outward Transfers: 

GFH must include all required originator information and required beneficiary information details 

with the accompanying electronic transfers of funds they make on behalf of their customers. This 

obligation does not apply where the transfer is made by a bank acting as principal or acting on behalf 

of another bank as principal such as in the case of payment of spot FX transactions. 

 

Inward Transfers: 

GFH must: 

• Maintain records of all originator information received with an inward transfer; and 

• Carefully scrutinize inward transfers which do not contain originator information (i.e. full 

name, address and account number or a unique customer identification number). The Bank 

must presume that such transfers are ‘suspicious transactions’ and pass them to the MLRO 

for review for determination as to possible filing of an STR, unless  

 The originating institution is able to promptly (i.e. within two business days) advise the 

licensee in writing of the originator information upon the bank’s request; or  

 The originating institution and the bank are acting on their own behalf (as principals). 

18. Record Keeping: 
The Bank must comply with the record keeping requirements contained in the AML Law. The Bank 

must therefore retain adequate records (including accounting and identification records), for the 

following minimum periods: 

 

 For customers, in relation to evidence of identity and business relationship records (such as 

application forms and business correspondence), for at least five years after the customer 

relationship has ceased;  

 For transactions, in relation to documents (including customer instructions in the form of 

letters, faxes or emails) enabling a reconstitution of the transaction concerned, for at least 

five years after the transaction was completed;  

 The Bank must maintain for at least five years, records showing the dates when AML/CFT 

training was given, the nature of the training, and the names of the staff that received the 

training; 

 The Bank must also retain copies of the reports of its annual AML KYC Compliance Review 

in addition to those made by the MLRO for at least five years from the date of the said 

report.  
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19. Staff Training and Recruitment: 
It is the responsibility of the Compliance Department to take reasonable steps to provide periodic 

training and information to ensure that staff who handle customer transactions, or are managerially 

responsible for such transactions, are made aware of: 

 Their responsibilities under the AML Law, CBB’s FC Module, and any other relevant AML / 

CFT laws and regulations; 

 The identity and the duties of the MLRO and his deputy; 

 The potential consequences, both individual and corporate, of any breach of the AML Law, 

CBB’s FC Module and any other relevant AML / CFT laws or regulations; 

 The Bank’s current AML/CFT policies and procedures; 

 Money laundering and terrorist financing typologies and trends; 

 The type of customer activity or transaction that may justify an internal STR; 

 The Bank’s procedures for making internal STRs; and 

 Customer due diligence measures with respect to establishing business relations with 

customers. 

 

The information referred to in in the above Paragraph must be brought to the attention of relevant 

new employees of the Bank, and must remain available for reference by staff during their period of 

employment. All new employees must be given AML/CFT training within three months of joining 

the Bank. The Compliance Department must ensure that their AML/CFT training for relevant staff 

remains up-to-date, and is appropriate given the Bank’s scope of business and client base. The 

AML/CFT training should be provided to all relevant staff at least once a year. Training may be 

provided either in-house or by an approved external supplier. 

 

The Bank must ensure that it maintains adequate screening procedures to ensure high standards 

when hiring new employees, both nationals and non-nationals. These procedures must include 

controls to prevent criminals or their associates from being employed by the Bank, by obtaining a 

reference/background check through the Ministry of Interior for all newly hired staff.  

 

20. United Nations (“UN”) Security Council Anti-Terrorism Resolutions: 
The bank must implement and comply with United Nations Security Council resolutions relating to 

the prevention and suppression of terrorism and terrorist financing. The Bank must comply in full 

with the provisions of the UN Security Council Anti-Terrorism resolution No. 1373 of 2001 (UNSCR 

1373). GFH must report to the CBB details of: 

 

 All funds or other financial assets or economic resources held with them which may be the 

subject of Article 1, paragraphs c) and d) of UNSCR 1373. All claims, whether actual or 

contingent, which the bank has on persons and entities which may be the subject of Article 

1, paragraphs c) and d) of UNSCR 1373. 

 All reports or notifications under this section must be made to the CBB Compliance 

Directorate. 
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The bank must freeze, without delay, the funds or other assets of, and to ensure that no funds or 

other assets are made available, directly or indirectly, to or for the benefit of, any person or entity 

either (i) designated by, or under the authority of, the United Nations Security Council under 

Chapter VII of the Charter of the United Nations, including in accordance with resolution 1267(1999) 

and its successor resolutions as well as Resolution 2178(2014) or (ii) designated as pursuant to 

Resolution 1373(2001). 

 

Designated Persons and Entities: 

The Bank must not deal with any persons or entities designated by the CBB as potentially linked to 

terrorist activity. The CBB issues Circulars in fulfillment of the UN Security Council Resolution No. 

1267 (1999) and 1373 (2001) instructing the banks to take all necessary measures to freeze assets 

of organization groups or individuals linked to terrorism or terrorist financing. 

 

The Bank must implement and comply with United Nations Security Council resolutions relating to 

the prevention and suppression of terrorism and terrorist financing. The Bank must freeze, without 

delay, the funds or other assets of, and to ensure that no funds or other assets are made available, 

directly or indirectly, to or for the benefit of, any person or entity either (i) designated by, or under 

the authority of, the United Nations Security Council under Chapter VII of the Charter of the United 

Nations, including in accordance with resolution 1267(1999) and its successor resolutions as well as 

Resolution 2178(2014) or (ii) designated as pursuant to Resolution 1373(2001). 

 

The Bank must comply in full with any rules or regulations issued by the CBB in connection with the 

provisions of the UN Security Council Anti-terrorism Resolution No. 1373 of 2001 (‘UNSCR 1373’), 

including the rules in this Chapter. All reports or notifications under this Section must be made to 

the CBB’s Compliance Directorate. 

21. Non-Cooperative Countries and Territories (“NCCT”): 
The Financial Action Task Force (FATF) has been given the responsibility of designating countries 

and territories that are money laundering havens, i.e. countries where the controls in place do not 

meet FATF standards (the 40 FATF recommendations). Currently, there are no countries listed on 

the NCCT list. Whilst it is not prohibited to engage in business and financial transactions with 

individuals, companies and financial institutions from NCCT countries, staff should contact the 

MLRO immediately if a client is based in or is making transactions via accounts based in these 

countries  

 

Special Measures for NCCTs: 

The Bank must give special attention to any dealing they have with entities or persons domiciled in 

counties or territories which are: 

 

 Identified by FATF as being “non-cooperative”; or 

 Notified to the Bank from time to time by the CBB. 
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Whenever transactions with such parties have no apparent economic or visible lawful purpose, their 

background and purpose must be re-examined and the findings documented. If suspicions remain 

about the transaction, these must be reported to the relevant authorities. 

 

The Bank must apply enhanced due diligence measures to business relationships and transactions 

with natural and legal persons, and financial institutions, from countries where such measures are 

called for by the FATF. The type of enhanced due diligence measures applied must be effective and 

proportionate to the risks. 

 

22. Relevant Laws and Regulations: 
GFH must comply with the rules and regulations stipulated under the below: 

 Decree Law No. 4 of 2001 with Respect to the Prevention and Prohibition of the Laundering 

of Money. 

 Decree Law No. 54 of 2006 with Respect to Amending Certain Provisions of Legislative 

Decree No. 4 of 2001 with Respect to the Prevention and Prohibition of the Laundering of 

Money. 

 Decree Law no 25 of 2013 amending certain provisions of legislative decree law no 4 of 2001 

with Respect to the Prevention and Prohibition of the Laundering of Money. 

 Decree Law no 36 of 2017 amending article 3 of decree law no 4 of 2001 with Respect to 

the Prevention and Prohibition of the Laundering of Money. 

 Decree Law No. 58 of 2006 with Respect to the Protection of Society from Terrorism 

Activities.  

 Financial Crime Module of the CBB Rulebook.  

 

Non Compliance Risks: 

Without prejudice to any other penalty imposed by the CBB Law, the AML Law No. 4 or the Penal 

Code of the Kingdom of Bahrain, failure by the bank to comply with the CBB’s regulations or any 

direction given shall result in the levying by the CBB, without need of a court order and at the CBB’s 

discretion, of a fine of up to BD 20,000. 

 

Punishments: 

 Any person committing, attempting, or participating, in a money laundering offence shall 

be liable to imprisonment for a period of 5 to 7 years and a fine of BHD 100K to BHD 1 

Million. 

 Any person who commits any of the offences related to the offence of money laundering 

shall be liable to imprisonment for a period of 2 years or a fine of BHD 50K or both. 

 Minimum of 10 years or life imprisonment and a fine of BD100K –BD500K for any person 

who provides funds to societies or groups involved in terrorist in/outside of Bahrain. 
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Annexure 1: Relation Establishment Forms  
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Annexure 2: GFH Risk Classification Form: 
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Annexure 3: Internal Suspicious Transaction Reporting Form  
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Annexure 4: KYC Documentation Update Request Letter  

 


